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SOLUTIONS

The Importance of Information Governance

Current Eclipse Users

Eclipse Solutions has spent the past six years developing a number of applications
to improve the safety and cost-effectiveness of patient care within the NHS.
This can only be achieved through the use of secure database information. Consequently much of our
development time has been focused on attaining a level of information governance that is absolute.
•

All data transfers are undertaken using full encryption.

•

Data is only stored on ISO 27001 computers.

•

Our servers are stored in a nuclear bunker in Kent.

•

We do not store any personally identifiable information on patients.

•

All back-ups are carried out on site with secondary back-up tape devices stored in secure vaults.

•

No data is passed on to third-party companies outside the NHS.

•

We use two-factor authentication to allow complete security of log-ins.

•

Access can be restricted to the N3 network, where appropriate.

•

We currently work with more than 60 PCTs within the NHS.

More than 50 PCTs are now benefiting from the Eclipse system

“We are currently growing at a rate of 4 PCTs per month.”
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Secondary Authentication
Secondary authentication further enhances the security of our systems by providing an extra layer of safety. This works
by sending a one-time-passcode (OTP) to an via email or sms to the users registered email address or mobile telephone
number. The OTP code is valid for very short time and provides personal identification of the user. It uses a similar process
employed by banks to ensure the users username and password has not been compromised.
1.
2.
3.
4.
		

The user logs in to the site using their user name and password.
The secondary authentication page is shown and the user must select to receive the passcode by email or sms.
Within 10 seconds the user will receive a 6 digit passcode*.
The passcode can be entered into the passcode text box and the “Enter Site” button clicked to gain full access
to the system.

*The passcode is only valid for 5 minutes, if more than this time elapses before attempting use the code entry will be
blocked and a new passcode will need to be requested.

Data Extractions
Some of our projects require data extractions to be undertaken from GP systems. Whenever this occurs,
a data protection agreement will be signed with the surgery and the primary care organisation.
Two GP partners and the practice manager will be required to authenticate such an extraction.
(Please see Appendix A on p16.)

•

Data extractions are undertaken overnight to avoid any disruption to general medical practices.

•

No personal data is extracted.

•

No data is taken from records that have opted out of the NHS spine.

•
		
•
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The practice from which the data is extracted retains complete autonomy over
who has access to the data and how the data is used.
Extractions are only ever undertaken in complete compliance with NHS governance rules.
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SECURE ZONE

EMIS LV
EMIS PCS
iSoft Premiere
iSoft Synergy
iSoft System 6000
INPS Vision 3
Microtest

•

No personal patient data is extracted.

•

Any data relating to patients that have opted out of the IT is excluded.

•
		

Patients that opted out from NHS spine, excluded

Personally identifiable data not extracted

*APOLLO EXTRACTS

All data is strongly encrypted (a combination of symmetric and asymmetric encryption algorithms, Triple DES
and RSA 1024) before transmission and utilises public and private key pairs unique to each project.

http://www.thebunker.net/
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HTTPS encryption

END USER ACCESS

eclipse

SERVER

N3

HTTPS encryption

NON N3*

END USER ACCESS

WWW.ECLIPSESOLUTIONS.ORG

THE BUNKER
ISO 27001

ADDITIONAL TWO FACTOR AUTHENTICATION IMPLEMENTED WHERE APPROPRIATE ACROSS SECURITY PAGE AS DISCUSSED

Security in Data Extraction

theBunker.net security
Your data will be stored in a stand-alone ISO 27001 server in an ultra-secure hosting company in Kent.

We are fiercely dedicated to security. We apply The Bunker Protocol™ to everything we do.
This framework comprises three parts:
•
		

Military Grade – in our underground Bunker outside the M25 in Kent and our mirror facility in Newbury,
both protected by integrated processes for physical, digital and human security

•
		

Hardened Source™– our unique combination of open source and proprietary technologies
built and integrated in-house from the source code up

•
		

Flexible Support – our services desk uses ITIL v3 best practices for all cases, but you decide what amount
of incident management is appropriate to your in-house skill set and business processes

These three pillars, orchestrated by our expert system
architects and administrators, create a managed service
platform that’s much greater than the sum of its parts.
The Bunker is both ISO 27001 accredited and PCI DSS
certified, providing you with assurance that our security
and management procedures are regularly subjected to
rigorous, independent testing to ensure that they comply
with stringent standards for safety, product performance,
and reliability.

Ben Laurie – The founder of our culture
Ben Laurie is acknowledged as one of the
foremost computer security experts in the world.
He was the creator of Apache-SSL and founding director
of Apache Software Foundation.

Ben Laurie

Below is the statement from our hosting company (p10-14):

“

Security matters to all companies, large and small.
We all access our private data over the public
Internet. Security is about process, culture and
risk management.

Security is a way of thinking and comes from the way an
organisation and the individuals within it behave and
think about security; it must be a first thought not a last;
it must be the the company culture.

Process underpins all good IT practices and security is
no exception. Without process mistakes will happen,
openings will be left and the inevitable change and
system development cannot be securely managed.

Security is also about managing risk. If you are going
to use the public Internet to deliver private information
accessed by multiple individuals from multiple locations
using a multitude of different technologies, you will need to
manage the risks appropriately: mitigate, transfer or accept.
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Director of Security Ben Laurie is acknowledged as one
of the foremost security computer experts in the world.
He is the creator of Apache-SSL – the web’s de-facto
secure web server application and a core team member
of OpenSSL, the world’s most widely used cryptographic
library. He is author of ‘Apache: The Definitive Guide,’ is a
founding director of Apache Software Foundation (ASF)
and the Head of the ASF Security Team. Ben contributes
regularly to the security industry’s key forums, groups
and conferences.

He is a key member of FIRST (http://www.first.org/), the
recognised global leader in security incident response; as
well as a contributor to Black Hat Europe (http://www.
blackhat.com/), a leading industry think tank that brings
together the corporate, security and IT communities to
provide continuous visibility of the newest vulnerabilities,
defense mechanisms, and security trends. Other Bunker
forum involvement includes the Jericho Forum (https://
www.opengroup.org/jericho/index.tpl), an international
circle of IT customer and vendor organisations dedicated
to the development of open security standards to enhance
the flow of information across the internet.

Hardened Source
Hardened Source™ software – developed to wrap around
and harden standard Windows, Unix and
Linux environments.

source code up. We take every system spec, deconstruct
it and custom build it to provide a more secure system
that’s fit for purpose. Security isn’t bolted on; it’s built in
at source.

Our unique combination of open source and proprietary
technologies built and integrated in-house from the

When a client specifies Windows, we wrap it in our
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proprietary Hardened Source™ code to maximise
security. If a client prefers open source, we can bring to
bear some of the world’s most recognised open source
security experts. And when a client has no preference,
we integrate the best of proprietary and open source
technologies into an integrated system that’s optimized
for purpose.
Our technical leaders are recognised experts in security
and cryptography, renowned for their work on ApacheSSL. The Bunker is ISO 27001 accredited. We use Open
Source software where appropriate as we believe it

can offer great benefits in security, stability and cost
effectiveness. Through our in-house networks team and
via close working relationships with a number of selected
network providers, we deliver a multi-homed, no single
point of failure transit network between our sites
and the Internet.

Military Grade

The Bunker works with over 150 clients, large and
small. Our clients are Financial Services Organisations,
technology companies, local government and other
regulated businesses that value a premium service built
around security.

•
		

The Bunker provides Military Grade hosting in our nuclear Bunkers in Kent and Berkshire.
Both data centres are protected by integrated processes for physical, digital and human security.
Kent facility:

•
•
		
•

ISO 27001

MOD command and control centre, built by the UK government to protect people and technology
from nuclear attacks.
Sits 30m beneath a perimeter-fenced, 18-acre site.
Has three metre thick concrete walls, solid steel doors that weigh several tonnes,
and provides military grade EMP and tempest shielding.
Is protected by 24-hour sentry guard dogs, CCTV and a series of sophisticated access controls.

Newbury facility:

ISO 27001 is an internationally recognised standard
which encompasses both the physical and logical aspects
of information security. The standard is highly applicable
to providers of IT oriented services such as The Bunker,
and ensures appropriate protection of the information
security assets that are important to our organisation and
to our customers.
The Bunker business culture encapsulates flexibility
and security and as an organisation we are responsive,
innovative and always practical. We are ever mindful
of the enormous trust and responsibility that has
been vested in us by our clients and by achieving BSI
endorsement of our Data Centre Facilities and Managed
Services Solutions we hope to reinforce this.
Security is not just about making sure a firewall is
installed in the best place to prevent hacker attacks
or that an Intrusion Detection System (IDS) has been
configured correctly, it is also about making sure we use
formal Change Control Processes with back-out plans so
as to reduce the likelihood of unplanned downtime: it’s
about having a well thought out Business Continuity Plan
so that should a disaster occur, no matter how remote
the possibility, we have a pre-prepared and tested plan in
place to help us recover with the minimum disruption to
our customers.

We developed and introduced an ISO 27001 compliant
Information Security Management System (ISMS) to The
Bunker business. The first activity when designing the
ISMS was a formal Risk Assessment of all aspects of our
business – Physical, Logical and People. The results from
this allowed us to develop new policies and processes
where necessary and put controls in place where we
were vulnerable. Once this was done, we introduced
a Continuous Service Improvement Plan and Audit
Programme to ensure we don’t become complacent,
we are constantly striving to improve our security to
ensure the risk of The Bunker losing the Confidentiality,
Integrity or Availability of information, whether it be
our own or our customers’, is – and remains – at an
acceptably low level.
The British Standards Institution (BSi) carried out
a rigorous assessment of our Information Security
Management System during February 2008 and confirmed
it meets the requirements of the ISO 27001 standard. We
were very proud to have our certificate of conformance
presented in person by BSi’s Global Marketing Director
Mr Robin Pilcher. But most importantly, we are extremely
pleased that this world renowned certification body
agrees we do take security as seriously as we know and
say we do.
Statement of applicability: The management of
information security relating to the provision of Ultra*
Secure, Ultra Available managed hosting and data centre
solutions.
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•
•
		

US Air Force base, situated on Greenham Common.
Built as a nuclear command and control centre and possesses a similar level of physical security
to our Kent site.

We own and manage our data centres, which provide
customers with many additional benefits surrounding
security and services provision.

The Bunker works with over 150 clients, large and small.
Our clients are financial services organisations, technology
companies, local government and other regulated
businesses that value a comprehensive service built
around security.

PCI DSS
The Bunker is a certified PCI DSS Service Provider.

What is PCI DSS?
PCI DSS incorporates a set of comprehensive requirements
for enhancing payment account data security. It was
developed by the founding payment brands of the PCI
Security Standards Council, including American Express,
Discover Financial Services, JCB International, MasterCard
Worldwide and Visa Inc. Inc. International, to help
facilitate the broad adoption of consistent data security
measures on a global basis.

The PCI DSS is a multifaceted security standard that
includes requirements for security management, policies,
procedures, network architecture, software design and
other critical protective measures. This comprehensive
standard is intended to help organisations proactively
protect customer account data.
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The PCI DSS applies to all entities that store, process,
and/or transmit cardholder data. It covers technical and
operational system components included in or connected
to cardholder data. If you are a merchant who accepts
or processes payment cards, you must comply with the
PCI DSS.

Security is at the core of everything The Bunker does;
it is in our DNA, it is the company culture. The experts
that maintain this culture form part of the project
team that design and build our packaged or bespoke
products. These experts will be engaged in the design and
deployment of your solution.

The PCI DSS version 1.2 is the global data security
standard adopted by the card brands for all organisations
that process, store or transmit cardholder data. It consists
of common sense steps that mirror best security practices.

How can The Bunker help me comply with PCI DSS
physical security standards?

How can The Bunker help me comply with PCI DSS
digital security standards?
Many payment card transactions (such as debit in the
US and “chip and pin” in Europe) use PIN entry devices
and computers connected by networks. By using network
security controls, organisations can prevent criminals from
virtually accessing payment system networks and stealing
cardholder data.

Any physical access to data or systems that house
cardholder data provides the opportunity for persons
to access and/or remove devices, data, systems or
hardcopies, and should be appropriately restricted.

The Bunker runs a 24/7/365 onsite shift leader system
supported by multi-level escalation process up to director
level. Out of hours, because it is a 2am in the morning
when you really want support, our onsite shifts comprise
a minimum of 3 staff covering security and 2 technical. All
on call network and specialist technical staff have secure
remote access to the core Bunker network and therefore
managed systems and will attend any of our sites at any
time as required.
Our people are world-experts in security. We hire only the
best, and our HR policy is rigorous, including independent
vetting of all staff. We guarantee you’ll get to talk to
experts meaning you resolve any problems with the
people who built your environment, not an unqualified
call centre. And we guarantee that only these people
manage your system on a day-to-day basis.

Your data is very important to us; it is stored within a highly secure server and kept strictest confidence.
The availability of the data is critical for the operation of our systems. While we take great care in our systems to
ensure the highest availability, we also realise that we must have contingency plans should the unforeseen ever occur.
This ensures that we can restore services in the minimum amount of time and with the minimum data loss.
Some potential threats:

Military Grade Hosting in our underground Bunker outside
the M25 in Kent and our mirror facility in Newbury, both
protected by integrated processes for physical, digital and
human security.

•

Human error (eg mistakes in programming, mistakes in data entry, operator errors).

•

Computer crime (eg hacking, viruses).

•

Natural disasters (floods, fire, etc).

•

Malicious attacks.

•
		
		

Flexible Support
Flexible Support – our services desk uses ITIL v3 best
practices for all cases, but you decide what amount of
incident management is appropriate to your in-house skill
set and business processes.

Data Back-ups & Disaster Recovery

The Bunker is ISO 27001 accredited. We use Open Source
software where appropriate as we believe it can offer
great benefits in security, stability and cost effectiveness.
Through our in-house networks team and via close
working relationships with a number of selected network
providers, we deliver a multi-homed, no single point of
failure transit network between our sites and the Internet.
The Bunker works with over 150 clients, large and
small. Our clients are Financial Services Organisations,
technology companies, local government and other
regulated businesses that value a premium service built
around security.
Our service is proactive, high quality, sometimes
innovative, but always practical, responsive and secure.
We never forget the enormous trust our clients vest in
us. As an organisation we understand that our success
relies upon our reputation and our reputation is earned by
continuing to fulfil this trust and afford peace of mind.

”

Hardware failures (eg power failure, HDD crash, network failure)
Although the above threats are highly unlikely to occur, we have 2 policies in place
to resolve any issues as soon as possible.

•

Data back-up policy – to minimise data loss in the event of a disaster.

•

Disaster recover policy – to restore the system as soon as possible.

Data Back-up Policy
Full data back-ups are performed on a nightly basis. The back-ups are stored in 2 locations.
The first is on a standby (redundant) server. This server is hosted in the same secure data centre as the main server
and allows your data be restored very quickly should there ever be a data integrity problem with your data.
The second data back-up is saved to tape and stored in a highly secure safe located away from the main server.
Access to these back-ups is highly controlled following ISO 27001 procedures ensuring the security and safety of
your data. This will allow us to restore your data quickly and accurately in the event of complete system failure.

Disaster Recovery Plan
Our disaster recovery plan is reviewed annually and ensures all staff are aware of the processes to follow
in the event of a disaster.

Summary
In the unlikely event of a disaster we will ensure your data is secure and recovered as soon as possible to restore full
functionality. Strict back-up and disaster recovery plan policies ensure that we can minimise service disruption and
maintain high availability of our systems.
It is anticipated that in the event of a complete system failure we will be able to return our systems to fully operational
within 24 hours.
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Appendix A
Please find below a sample agreement that would need to be signed by each practice.

Document Control
Reference: CONF1
Issue No: 01
Issue Date:
01/05/2012
Page: 2 of 6

Confidentiality Agreement
Document Control
Reference: CONF1
Issue No: 01
Issue Date:
01/05/2012
Page: 1 of 6

Confidentiality Agreement

1.3 The restrictions in Clause 1.2:
(a)

will not restrict you from disclosing (but only to the proper recipient) any
Confidential Information which you are required to disclose by law or any order
of the court or any relevant regulatory body provided that you shall unless
required by law have given prior written notice to the Company of the
requirement and of the information to be disclosed and allowed the Company an
opportunity to comment on the requirement before making the disclosure; and

(b)

will not apply to Confidential Information which is or which comes into the public
domain otherwise than as a result of an unauthorised disclosure by you or any
other person who owes the Company an obligation of confidentiality in relation
to the information disclosed.

CONFIDENTIALITY AGREEMENT1
between
Prescribing Services Ltd a company incorporated under the Companies Acts with
registered number 05913240 and having its registered office at [insert full
registered address] ("the Company")

1.4 You agree that the restrictions set out in this Clause 1 are without prejudice to any
other duties of confidentiality owed to the Company whether express or implied and
are to survive the termination of your employment.

and
Employee name & address
Comment [ac1]: This template may
also be used for contractors and
temporary staff; in that case, replace
the word employee throughout this
template with ‘contractor’

("the Employee")
1. Confidential Information
1.1. You shall not either during your employment (other than in the proper course of your
duties and for the benefit of the Company) or after your employment has ended for
any reason whatsoever:
(a)

use, disclose or communicate to any person any Confidential Information which
you shall have come to know or have received or obtained at any time (before
or after the date of this Agreement) by reason of or in connection with your
employment with the Company; or

(b)

copy or reproduce in any form or by or on any media or device or allow others
to copy or reproduce Confidential Information whether or not in documentary
form ("Documents") containing or referring to Confidential Information.

1.2 All Documents containing or referring to Confidential Information at any time in your
control or possession are and shall at all times remain the absolute property of the
Company and you undertake, both during your employment and afterwards:
(a)

to comply with the Company's procedures regarding the protection of
Confidential information and to exercise due care and diligence to avoid any
unauthorised publication, disclosure or use of Confidential Information and any
Documents containing or referring to it;

(b)

to deliver up any Confidential Information (including all copies of all Documents
on any medium whether or not lawfully made or obtained) or to delete
Confidential Information from any re-usable medium; and

(c)

to do such things and sign such documents at the expense of the Company as
shall be reasonably necessary to give effect to this clause and/or to provide
evidence that it has been complied with.

1.5 For the purposes of this Clause 1 the following terms shall have the following
definitions:
Confidential Information all information which may be imparted in confidence or be
of a confidential nature relating to the business or
prospective business, current or projected plans or internal
affairs of the Company and in particular but not limited to
all Computer Know-how, Commercial Know-how, trade
secrets, unpublished information relating to any of the
Company's intellectual property and any other confidential
commercial, financial or technical information relating to the
business or prospective business of the Company or to any
customer or potential customer, associate or potential
associate or supplier or potential supplier, officer or
employee of the Company or to any member or person
interested in the share capital of the Company and any
such information of a third party which the Company is
obligated to keep confidential.
Commercial Know-how

all confidential information, other than Computer Knowhow, relating to the Company and the prospects, markets,
marketing, sales, finance, pricing, customers, distribution,
suppliers, employees, consultants and policies of the
Company.

Computer Know-how

all confidential information relating to the Company not at
present in the public domain (including information
contained in or arising from research, designs, flow charts,
expressions, methodology, logic flows, specifications,
drawings, manuals, lists and instructions in whatever form
held) relating to computer hardware and software or that
content including:

Prescribing Services Ltd
Prescribing Services Ltd

Unclassified

Unclassified
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Document Control
Reference: CONF1
Issue No: 01
Issue Date:
01/05/2012
Page: 3 of 6

Confidentiality Agreement

Confidentiality Agreement

(a) operating and applications software, including graphics,
windows and hypermedia;

4

Data Protection

4.1

In order to keep and maintain accurate records relating to your employment, it will be
necessary for the Company to record, keep and process personal data relating to you.
The following are examples of personnel records which may be kept: contractual
documentation including compensation and benefits details and reviews, performance
appraisals, disciplinary records, sickness records and details of professional
memberships or qualifications. This list is not exhaustive. This data may be
recorded, kept and processed on computer and/or in hard copy form.

4.2

To the extent that it is reasonably necessary in connection with your employment and
the performance of the Company's responsibilities as an employer, it may be
necessary for the Company to disclose this data to others, including other employees
of the Company, the Company's professional advisers, the Inland Revenue and other
authorities.

4.3

By signing this statement you consent to the recording, processing, use, disclosure,
and transfer by the Company of personal data relating to you. This does not affect
your rights to request copies of the personal data of which you are the data subject,
information about how that data is processed and the parties to whom the
information may be disclosed under the Data Protection Act 1998.

4.5

You may, during the period of your employment by the Company, also be required to
handle personal data relating to other data subjects. You agree that you will comply
with the Company’s procedures in respect of such personal data and you acknowledge
that such personal data may not be disclosed to any third party otherwise than in
accordance with Company procedures. You further acknowledge that you understand
that personal data may not under any circumstances be transferred to unencrypted
mobile devices.

You will promptly disclose to the Company and keep confidential all rights in
inventions, copyright works, designs, patents, trade marks, rights, technical knowhow or Computer Know-How and all forms of protection of a similar nature which may
subsist anywhere in the world conceived or made by you alone or with others in the
course of your employment. You will hold all such intellectual property in trust for the
Company and will do everything necessary or desirable at the Company's expense to
vest the intellectual property fully in the Company and/or to secure patent or together
appropriate forms of protection for the intellectual property. Decisions as to the
protection or exploitation of any intellectual property shall be in the absolute
discretion of the Company.

4.6

For the purposes of the Acts, the Company has nominated the Managing Director as
its representative.

Information Security

5

Governing Law

(b) menu structures, macro facilities, programming
languages and tools, software interfaces, and source
code;
(c) the design, development, selection, procurement,
construction, installation, use, repair, service or
maintenance of any software;
(d) the Company's current or future range of software of
any description;
(e) the supply or storage
components thereof;

of

computer

software

or

(f) quality control, testing or certification; and
(g) any media assets including but not limited to video,
text, audio material, photographs, graphics, animation,
artwork, scripts, story boards, treatments, synopses
and any other preparatory and development materials.
1.6 You acknowledge that, immediately upon termination, all your rights of access to
Company computer facilities or information assets will be automatically and
immediately terminated and agree that you will immediately return any Company
computer or mobile communication equipment and make no attempt of any sort
under any conditions to access the Company's Computer facilities or information
assets after termination.
2

3

Document Control
Reference: CONF1
Issue No: 01
Issue Date:
01/05/2012
Page: 4 of 6

Intellectual Property

You are required to comply with the Company's information security procedures. Prior
to accessing any of the Company's computer facilities, you will be required to sign a
user access agreement that will govern your use of the Company's information assets.
You may be asked to accept responsibility for the protection and maintenance, in line
with the Company's procedures, of one or more of the Company's information assets.
You will be required to undergo initial information security induction and awareness
training and will be required to keep this current.

Prescribing Services Ltd

Unclassified
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This statement shall be interpreted and construed in accordance with the laws of
England and shall be governed by the jurisdiction of the English Courts.

SIGNED by the Company

Prescribing Services Ltd

Unclassified
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In Summary
Document Control
Reference: CONF1
Issue No: 01
Issue Date:
01/05/2012
Page: 5 of 6

Confidentiality Agreement

by
Director/Authorised Signatory
on

2010

SIGNED by the Employee [

on

]

2010

Eclipse Solutions takes information governance very seriously.
•

Your data will be extracted using maximal encryption.

•

Your data will be secured on ultra-secure ISO 27001 servers.

•

Your data will only be accessed by individuals cleared by the practice.

•

No data is passed on to third parties in any form.

•

No personal data is utilised.

•

Where pseudo-anonymised data is used, 2-factor authentication will be employed.

•

Lock down to N3 network is utilised where appropriate.

We have taken every step to ensure your data is maximally secure.
If you need any further information regarding information governance, please do not hesitate to contact us.

Prescribing Services Ltd

Unclassified
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Eclipse Solutions
Prescribing Services Ltd
65 High Street
Hail Weston
St Neots
Cambridgeshire
PE19 5JW
Company No: 05913240
Data Protection Registration Number: Z2536678
IG SOC Organisation Code: 8HX18

Dr Julian Brown (Project Lead)
julian.brown@nhs.net
07920 101327
Steven Platt (Technical Lead)
steven.platt@nhs.net
07949 525529
Louisa Marsh (Administrator)
louisa.marsh@nhs.net
07503 979098
General Office Enquiries
enquiries@eclipsesolutions.org
01328 702029
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